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Outline
• Background
• Trust Fabric
• Identity Certification Levels
• Federation Trust Model
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CAUDIT PKI
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CAUDIT PKI
• Pilot
• Funded by GrangeNet and DCITA

– $ 171,000.00
• Researched and developed a framework for collaboration and 

interoperation
• Participant Universities

• Technical Activities Group
– Tested and evaluated available technologies for certificate management 

systems
– Input into CP and CPS
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Evolution

• Funded by DEST
– $649K

• Take PKI into Production
• Establish PKI/Shibboleth alignment
• Reduce the Systems Cost barriers to entry for 

PKI
• Integrate Grid technologies with 

PKI/Shibboleth

eSecurity Framework for Research
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Collaboration and Interoperation
• Further develop the Trust

– between Higher Education Institutions.
– between Institutions and AusCERT

• Further develop common policies, 
practices and standards.

• Evolve a PK Infrastructure as a vehicle 
to enable this trust fabric.

• Avoid retro-fitting other implementations.
• Ensure interoperability with other national and 

international PKIs.
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Trust Fabric
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Foundation of Trust Fabric

Authentication

Authorization

Confidentiality

Integrity

Nonrepudiation

Identification
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Foundation of Trust Fabric

Authentication

Authorization

Confidentiality

Integrity

Nonrepudiation

Identification

CAUDIT PKI
MAMS/
Shibboleth

Australian Initiatives
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Identity Certification Levels
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Identity Certification Levels

Subject is required to provide the same information for Level 3 certification in addition to a 
positive check to be conducted by an appropriate external agency.Level 4

Subject is required to provide proof of identity by an in-person appearance to the RA. That 
proof should accrue to at least 100 points of identity.
Example: A foreign staff member that has a valid passport and has a written reference 
from an acceptable referee. 

Level 3

Subject is required to provide proof of identity by an in-person appearance to the RA. 
However the individual for what ever reason can not provide the required 100 points of 
identification.
Example: A contractor, who is at an institution for a short time but needs access to a 
system protected by PKI, may not have enough credentials on her person to meet the 100 
points check but can provide some credentials like a drivers licence and/or credit card.

Level 2

No proactive identity check has been provided to the RA. However identity information has 
been provided by a body that the RA has a trust relationship.
Example: A student being enrolled in at least one subject is sufficient for the certificate 
issuing however identity information has only been supplied by QTAC (or similar state 
body).

Level 1

DescriptionCertificate 
Level
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Identification Record for Digital Certificate 
Request

• Based on the ‘Identification Record for a 
Signatory to an Account - ‘100 Point Check’

• Primary Documents
– Proof of identity
– Proof of Residency

• Address, Phone number, etc

• Accrued Points
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Identification Record for Digital Certificate Request

Accrued PointsDocument required

25 pointsBy reference to the latest telephone directory published by the telephone 
provider.

Verify name, address and telephone of subscriber

25 pointsElectoral roll compiled by the Electoral Office and available for public 
scrutiny

35 pointsA current employer, or a previous employer within the last 2 years, a rating 
authority (e.g. land rates), land titles office record

Verify name and address of subscriber

25 points eachSecondary identification document, such as credit card, Medicare card, 
telephone account, council rates notice.

40 points eachDrivers license permit, ID card issued by the Commonwealth, ID card 
issued by a tertiary institution to staff or students.

70 pointsBirth Certificate, Citizenship certificate, International Travel document.

Verify Name of subscriber

Example
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Federation Trust Model
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• Take PKI into Production
– Research, staff, students
– PKI/Shibboleth alignment
– Grid technologies
– Implement other Certification 

Levels
• International bridging

• HEBCA
• Share lessons learned

– Training
– How-to documents

• Keep costs low

Conclusion
• Further develop interoperability study 

Image from: Alan Reed
http://www.epilogue.net/cgi/database/art/gallery.pl?genre=1
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Thank You!

Any Questions?
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