Engineering Supports for
Tele-medical

Koji OKAMURA, Shuji Shimizu and
Ichiro Yamauchi, Nobuhiro Torata

Kyushu University/
NTT Communications



Technical Items for Support of
Tele-medical

 High Quality
— Video
e High Resolution, Frame rates

— Audio
 No Breaks, Harshness Free

o Multi Party
* Privacy for Patients



Technical Items for Support of
Tele-medical

 High Quality
— High Speed Links with Excellent Network
Operations

— Support of The last 1 mile to the “NOC”.
e Multi Party
— Chance of new technologies

* Privacy for Patients
— Practical IP-SEC



Korea-Japan Medical Networ k

S

Digital Video Transfer System

CRC O W]
CaCICECAY®
CLLLL C+CECxGl] LLvLL

Digital Video Transfer System




ADemo’s NameAy
(Key Word)

ARemote SITESAy

Abivent Time Ay

ABird fluAy
(Bird Influenza)

CN,VN,ID,TH,JP,AU,U
S

24th Jan 14:00-17:30
(Philippine standard time)

ADemolAy KR, MY, IN 25th Jan 14:00-15:30
(Laparoscopic) VPN (Philippine standard time)
ADemo2Ay <G HK ER 25th Jan 16:00-17:30

(Training Centres)

(Philippine standard time)




Quatro8

In Kyushu-Univ

IP:133.69.132.9
\IPv6:2:2:7:72:2:2:7:7Z1Z7Z

Notes;
Blue Host will be required !
- PAL/NTSC converter
or
- NTSC camera |

r---- PH (APAN Manila Venue) ---

Sender (PC)

IP:202.90.155.11/24 Default GW:
_ 254
Receiver (PC) T

IP:202.90.155.12/24 !

________________________________________

Sender (PC)

IP:203.191.50.50/28  (Default G@

Receiver (PC) —
IP:203.191.50.51/28 !

________________________________________

Sender (PC)
IP:161.200.100.71/28

PEN—
Default GW:

.65

Receiver (PC)
IP:161.200.100.72/28

________________________________________

------- JP (NU, Nagasaki) --------

Sender (PC)
IP:133.45.224.106/24

. A
Receiver (PC) R —

IP:133.45.224.107/24 |

________________________________________

——————— ID (Ul, Jakarta)  -------

Sender (PC)
[P XXX XXX XXX XXXIYY

Receiver (PC)
[P XXX XXX XXX XXXIYY

_______________________________________

Sender (PC)
IPv6:2001:da8:201:1005::307:102/64

Receiver (PC)
IPv6:2001:da8:201:1005::307:101/64

_______________________________________

Sender (PC)
IP:150.203.6.103/??

PR—
Default GW:

97

Receiver (PC)
IP:150.203.6.100/??

_______________________________________

——————— US (SU, SFO)  ~=----~,

Sender (PC)

IP:171.65.29.211/22 [ pefault GW:

: 171.65.28.1
Receiver (PC) R
IP:171.65.28.191/22 !

_______________________________________




JP (Kyushu-Univ)

VPN Router 1 (VPN1)
WAN-side
IP:133.69.128.5/28
DefauletGW IP:
133.69.128.1/28

LAN-side
IP:192.168.1.1/24
IP:192.168.2.1/24

Quatro4
<<To VPN1>>
IP:192.168.1.10/24
IP:192.168.2.10/24
<<To VPN2>>
IP:192.168.3.10/24
IP:192.168.4.10/24

The
Internet

VPN Router 2 (VPN2)
WAN-side
IP:133.69.132.12/28
DefauletGW IP:
133.69.132.2/28

LAN-side
IP:192.168.3.1/24
IP:192.168.4.1/24

_________________________________

__________________________________

A

________________________________

___________________________________

PH (APAN Manila Venue)

VPN Router (to VPN1)
WAN-side
1P:202.90.155.15/24
DefauletGW IP:
202.90.155.254/24
LAN-side
1P:192.168.11.1/24

Sender (PC)
IP:DHCP

Receiver (PC)

IP:DHCP

____________________________________________________________________

N VPN Router (to VPN1)

WAN-side
1P:61.252.62.40/27
DefauletGW IP:
1P:61.252.62.62/27
LAN-side
IP:192.168.12.1/24

Sender (PC)
IP:DHCP

Receiver (PC)

IP:DHCP

—

Default GW:
192.168.12.1
|

____________________________________________________________________

VPN Router ( to VPN2)
WAN-side
1P:203.80.16.83
DefauletGW IP:

Sender (PC)
IP:DHCP

172.16.0.254 :
L AN-Sio Receiver (PC)
1 1P:192.168.13.1/24 IP:DHCP
——————————————————— IN (TMH, Mumbai) -----------------------

VPN Router ( to VPN2)
WAN-side
1P:202.141.144.118/30
DefauletGW IP:
202.141.144.117

4 LAN-side

1P:192.168.14.1/24

Sender (PC)
IP:DHCP

Default GW:

192.168.14.1

Receiver (PC)

IP:DHCP

____________________________________________________________________




Quatro4

In Kyushu-Univ

IP:133.69.133.62

PH (APAN Manila Venue) -

Sender (PC)

IP:202.90.155.11/24

Receiver (PC)

IP:202.90.155.12/24

254

|

Default GW:

________________________________________

Sender (PC)

IP:137.132.56.125/26

Receiver (PC)

IP:137.132.56.124/26

________________________________________

Sender (PC)

[P XXX XXX XXX XXXIYY

Receiver (PC)

[P XXX XXX XXX XXXIYY

________________________________________

HK (CUH, Hongkong) ---

Sender (PC)

IP:133.189.140.67/XX

Receiver (PC)

XX

@

IP:133.189.140.200/XX

Default GW:

________________________________________




High Quality

Using VPN router

\Y

Kyushu-Uni




i Notes;

i Blue Host will be required
i - PAL/NTSC converter

L or

i - NTSC camera
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Privacy for Patients:
VPN Router: allied-telesis (telesyn)

Major Model: AR550S New Model: AR570S
100M 1G
$1,000 $2,000
available: 2006/06
VPN Throughput VPN Throughput
< > <
100Mbps 900Mbps

IP-Sec Throughput: very low than VPN VPN Throughput
> <
100Mbps ???Mbps

4E4t

»

d
> <



APAN Manila Demo#1l (23-Jan-2007)

LastUpdate 17-Jan-2007
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Quatre
NTSC
Bi-Directional -
e3 1-2
35

Kyushu univ. / Japan

ARS550S-A

vlanll
192.168.1.1/24

vlan12
192.168.2.1/24

eth0
133.69.132.12/28

ARS550S-B

vlanl3
192.168.3.1/24

vlanl4
192.168.4.1/24

eth0
133.69.128.5/28

202.30.16.83

SECURITY

IPsec

MNL

AR550S#11
| eth0 vlanl
— ?/? 192.168.11.1/24
SNUBH
AR550S#12
.T eth0 vlanl
— 27 192.168.12.1/24
MYREN

ARS550S#13

I:o eth0
172.16.0.83/24

vlanl
192.168.13.1/24

SATA

ARS550S#14

E eth0
202.141.144.118/3(

vlanl
192.168.14.1/24

PC

1-5 DVTS(SIR)
15 DVTPS((:S/R)
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Non-technical but important issues

 How to collaborate with remote site and
remote Engineers who take care of
domestic (remote site) iIssues?

 Who takes care of special equipments
such as
— NTSC Camera/Converter

— VPN Router
— P77



