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What Is eduroam?

* Global roaming infrastructure developed
by TERENA Taskforce on Mobility In
Europe (http://www.eduroam.orq)

 Method of roaming that spreads in Europe
and in some Asia-Pacific countries. (de
facto standard)

e Based on IEEE802.1X and hierarchical
RADIUS server tree.



http://www.eduroam.org/
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Cyber Science Infrastructure (CSI)

We have been working on campus ubiquitous network
with the UPKI (University PKI) which is an authentication

Infrastructure between Universities.
| UPKI fa- collaboration between universities
The impartant infrastructure fa- safely services.
NIT and Infa-mation Infrastructure centa~ of seven universities callaborate for reseach

and develop ment-

Maintenance of authentication infrastructure fa- campus ubiquitous network
Maintenance of gid environment

Upgrade of SINET nodes
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Joining eduroam

* Aug. 31, 2006. Early Introduction by
Tohoku Univ. Information Center

o Sep. 28, 2006. eduroam.jp open

 In Dec., Hokkaido Univ. , Kyoto Univ. ,
National Institute of Informatics (NIl), High
Energy Accelerator Research

Organization (KEK) have joined to the
eduroam.
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Network at Tohoku Univ.
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http://www.eduroam.|p/
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eduroam.jp participants list by XML
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+ Consideration: Site iz under consideration for deployment.

10

Eey of Access granted

(=] T [ [T [@ds—ast

| K




XML document

7H G:¥Documents and Settines¥imai¥Local Settines¥Temporary Internet Files¥Content IEG¥ =10 x|
ZrbiEr REE fwEE oLPEOW ThoM  zdfio) 7218
[ @l vBl| 2| th|=<| 5 |Cl+|Cl+| a1 ==} *]
vt IO, I....Izu...u....lau ....... PP PP IR (PPN IS [ PR ISP TP PP TPy
49|<7nst itut ions ¢
5014
511+

K2 1<institutio
M3l <ramerToh

Rl <websiter
RGl <realm:to

Rl <siterSen
hd| <prefectu

BU| <prefectu
Bl]<l--1

BI|<l--1
--=1

1314
4L

F.A07 | F i

n siteinfo="">4
oku Universitvd/name: |

h|  <name_reFRALARF < name_n> L

Fitp: waww tohoku,ac, ipd</websiter L

dai</sitesd

8| <site_ncfllamhd/site_n>l

rexMivagi</prefecture> |
re_neBIHR prefecture_n>

62| <stater</staterl

B3| <state nr<dstate ne--»1

64| <statusDeploved</status>l

65 <authtwveerB02. 1x< authtwvpes |

66| <authtwveerTKIF</authtwvee> L

671 <authtwveerPEAF</authtvees L

63| <accessgranted:VPN</accessgranteds

01 <detailedsiter</detailedsitesl
214 st itutions b

5l<institution siteinfo="">4 hd

| | s e adiniss |- o e ERETTEE S UnicodeUTF-8) BBAE-F

11



APAN 23

FreeRadius patch

« A patch that enable proxying with regular
expression on FreeRADIUS

_ *.tohoku.ac.jp to
JP National RADIUS )
RADIUS server

Tohoku Univ.
RADIUS server

12
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Issues In conventional Wi-FI
roaming and VPN-only policy

13
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The Problem about traceability

frome

~ [

Institute

visited organization is
dealt with a member
@‘ the organization

A visitor cannot access the
user’'s home resources

visitor

- I I Institute
IP address user of

Host

Host IP address |

|

-

B Y B

If a visitor with IP
address of visited
organization do some

attack to other server
\outside ??7?

The
Internet
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Traceability : case study 1

Though university A is not subscribing to electronic journal
X, another university B Is subscribing. A student at univ. A
goes to univ. B so he/she can download journal X using
the Wi-Fi roaming. Since the student downloaded too
many articles at once, the publisher thought it was a
violation of the subscription condition and sent a complaint
to univ. B.

In University B, NW manager have to analyze the roaming logs, and with
telling to University A, have to look for the user.

v

Huge human cost is spent.

Even between departments in a university, such a user tracking is
difficult. It is very difficult between universities. It is also very difficult |
between countries, all the more. T
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Traceabillity : case study 2

Some resources such as local web servers in univ. B are
protected by an address-based access restriction.

If people In univ.A visit univ. B, they can gain access to
the resources using the Wi-Fi roaming system.

v

Though the manager of the web server looks the access logs, the

outsider’s access is not noticed easily because IP addresses inside
the university are used.

Use their home IP addresses

16
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VPN-only policy for Japan

Client - : Host
riome  Luppicar ggjggltican rganiza%
Organiza SIW ( S ?

4# After an authentication, usersm 4#

N Japan should access the home N
VPN server and establish the
AP VPN. (In each FW,VPN packet AP
and VPN establishment request
FW %ketcan pass through.) FW
igié; (( The X
= e Y
FW || ¥PN |[rabius rADIUS || VPN || FW

Local
Resources

/

-

Local
Resources




Available protocols

RADIUS(UDP/1812 UDP/1813)

Sandard IPSec(ESP(50]

[ AH(511JKE(UDP/500)

Gsco IPSec(TCP/10000)

OpenVPN(UDP/1194)

PPTP(GRE(47)ITCP/1723)]

pop3(TCP/110]
op3s(TCP/995)
imap4(TCP/143]
imaps(TCP/993
smtp(TCP/465]
mea(TCP/587]
SSH(tcp/22)

APAN 23
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R&D of UPKI Wi-Fi roaming
Infrastructure

19
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The requirements of
roaming system

\ / visitor
Home | | e Hogt
Institute L —ga=— Institute
(5)Assigning an IP address
of visited organization. Home IP address
and Host IP address

(4)Getting enough \/ (%)éJsing a home ij
address
[Security J : J

(3)Keeping a local
accessibility to
visited resources

AN
—

[y,

(2)Keeping accessibility
to home resources

(1)Using a user
credential of the home




Proposing method
(Campus Ubiquitous Network)

ﬁme

Institute

APAN 23

Client
uppHcanﬁ
SIW

[ After authentication at
AP, a user connect to

home VPN server and

go outside. (VPN

packets pass through.)

» Client \HOS_t
supplicant |[nstitute
SI\\V_)

(To access
to local
resources,

AR || auser

access

local VPN

FW

RADIUS

Local
Resources

and access control
|

E server. }

RADIUS

VPN || F

Exchange of authorization information

Local
Resources
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Summary

 Introduction of the eduroam to Japan

 Issues in conventional Wi-Fi roaming and
VPN-only policy

* Proposing campus ubiquitous network
(fundamental idea)

22
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Attention of the configuration of the

FreeRadius(avoidance of loops)

* By the RADIUS configuration of each
organization, there is a possiblility that the loop Is
generated between an each organization’s
server and the JP server.

_ *.tohoku.ac.jp to
JP National RADIUS )

RADIUS server
e a

Tohoku Univ. ..
RADIUS server No description about

*.tohoku.ac.jp, and configuration
to transport unknown request to
JP server by default

[Each organization must describe in proxy.conf that they process
requests of their own domain 23
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Proposing method
(Campus Ubiquitous Network)

Home Client » Client Host \
@itute ju@\lﬁaﬂﬁ Surgl\i:/anﬁlnstitute

_| Requirements %
(1) Using a user credentials of the home. |
(6) Using a home IP address. P

Fl\N FW

FW FW

FW VPN || RADIUS

e \- Using a RADIUS hierarchy. ‘Resgﬁ‘l%/

RADIUS || VPN FW
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Proposing method
(Campus Ubiquitous Network)

ﬁ Requirements - |Cient Host\
|n?ﬂ suraslc}l\i/f\:/anﬁ Institute

1 (2)Keeping accessibility to home
resources. dﬁ
(4)Getting enough security. V-
(5)Assigning an IP address of AP
visited organization.

| l"A' : YN\ FW
p The _E\_A_I
‘ >

— > nternet >/
EW || YN || raDIUS "] RADIUS || VPN || FW

address

@- Using a home VPN server and home IP J_




Proposing method

Han] Requirements

APAN 23

(Campus Ubiquitous Network)

I{ (3)Keeping a local

accessiblility to visited
resources.

(4)Getting enough security.

FW

FW -

FW

VPN

RADIUS

Local
Resources

> Client HOS_t \
SUpplicanﬁ Institute
S/
AR
F
Al )

RADIUS

VPN || F

needed.

e Using local VPN server
» Policy based access control is

Local
Resources
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